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Description 

A method for validating and ordering 
services and products online 

Background of Invention 

[0001] The present invention relates to a metliod and system to 
conduct transactions for plioto processing services and 
products using tlie internet by allowing consumers to 
procure said services or products in conjunction with the 
procurement of related software. For instance the inven- 
tion can be used to combine digital image management 
software and validation data such that a member of the 
public in possession of the software and validation data 
can conduct an internet based transaction for photo- 
graphic processing services and products. 

[0002] Significant changes in the publics" habits and the opera- 
tions of commercial organizations are underway as a re- 
sult of the large number of households connected to the 
internet. The volume of products and services that con- 
sumers are procuring via the internet continues to grow. 



However, concern about security is one obstacle that is 
slowing tlie adoption of internet based services and prod- 
ucts. Many members of tlie public are reluctant to trans- 
mit information such as credit card data to internet based 
vendors. Many of these same members of the public 
would be willing to procure internet based services if such 
services were available without the need to provide credit 
card information. 

[0003] The growing use of digital still cameras is increasing the 
use of personal computers and the internet by members 
of the public. Personal computers and the internet are 
needed to fully appreciate and use the digital images cap- 
tured by digital cameras. One common use of digital im- 
ages is to share them via email, which requires both a 
computer and a network connection. 

[0004] Digital still cameras are a catalyst for fundamental 

changes currently underway in the photographic industry. 
At present digital cameras are outselling film based cam- 
eras and industry is deploying equipment and services to 
continue to spur sales of digital cameras. Two distinct and 
competing trends are underway in the photographic in- 
dustry. One is the development and sales of ancillary 
equipment (e.g., personal computers, image editing soft- 



ware, image management software, and printers) and 
consumable supplies (photographic quality paper, ink, 
and storage media) for home based image viewing, shar- 
ing, printing, and storage. The other is the deployment of 
the equipment and associated infrastructure needed to 
provide services and products at traditional retail outlets. 
For instance, self-service kiosks are being put in many re- 
tail locations to enable consumers to get prints directly 
from their camera or its memory card without the need for 
a personal computer at home. Film processing labs are 
also encouraging consumers to submit their camera"s 
digital memory cards similar to the manner in which ex- 
posed film is submitted for traditional processing. Current 
data indicates that the trend towards home based manip- 
ulation and printing of digital images is stronger than the 
trend to use commercial photographic processing services 
for digital images. 
[0005] One impact of digital cameras on the photography indus- 
try is the majority of digital images are not printed. More- 
over, the vast majority of digital images that are printed 
are done so at home. Digital images are printed at home 
for a variety of reasons including perceived convenience 
and lower cost. Thus, the conversion from film based 



cameras to digital cameras is also causing a reduction in 
demand for photo processing services and products from 
commercial organizations. One result of the growing use 
of digital cameras is that industry has excess photo pro- 
cessing capacity. Commercial photo processors (e.g., re- 
tail stores, camera stores, and photo laboratories) are fac- 
ing an environment of declining demand for photo pro- 
cessing services and declining revenues and are therefore 
strongly motivated to find ways to increase demand. Any 
system that can be used to increase the volume of prints 
processed by commercial photo processors has a high 
economic value. An industrywide effort is currently un- 
derway to inform consumers of the availability and high 
quality of photo processing services for digital prints. 
Many commercial photo processors are also turning to the 
internet to increase demand. However, security concerns 
are one obstacle to adoption of internet based photo pro- 
cessing services. 
[0006] The market for internet based services and products will 
continue to grow as members of the public continue to 
become more familiar with the combination of personal 
computers and consumer electronics, e.g., digital cam- 
eras. The invention provides a secure method for con- 



sumers to procure services and products over the internet. 
The invention can be used to deploy simple secure solu- 
tions that will be readily adopted by members of the pub- 
lic. The invention also provides the means to increase de- 
mand for photo processing services by enabling sales of 
internet based services and products at the retail point of 
sale. 

Summary of Invention 

[0007] A secure system for internet based transactions for ser- 
vices and products that includes client software, validation 
data for each instance of client software, and a validation 
server. The validation data is produced and then encoded 
so that it is secure and cannot be easily determined or 
produced by an outside agent. The validation data may be 
produced using a variety of methods. For instance, a ran- 
dom number generator may by used to produce validation 
data. Algorithmic processes may also be used to produce 
validation data. Standard encryption and decryption meth- 
ods may also be used to further secure the validation data 
and hence the security of transactions conducted using 
the system. The validation data will be used in conjunction 
with client software and a validation server to authenticate 
and validate transactions. The validation data may be ei- 



ther separate for each instance of the software or embed- 
ded in each instance of the client software. The client 
software and validation server may also exchange config- 
uration information as part of the validation and transac- 
tion process. 

[0008] In general, in one aspect, the invention features a secure 
validation method for determining the status (i.e., valid or 
invalid) of one or more transactions between a client soft- 
ware application and a validation server. The client soft- 
ware and the validation server are located at different 
nodes on the internet. Validation data will be provided 
with each instance of client software and will be transmit- 
ted to the validation server as part of a transaction. The 
validation server will evaluate the validation data along 
with any ancillary data such as a request for a transaction 
and then accept or reject the transaction. 

[0009] implementations of the invention may also include the ex- 
change of configuration information between the client 
software and the validation server. The configuration data 
along with the validation data will be used to specify the 
types of transactions being processed. The configuration 
data along with the validation data will be evaluated by 
the validation server and used to manage the processing 



of transactions for each instance of client software. 
[0010] The validation data may or may not be unique for each in- 
stance of client software. If non-unique validation data is 
used, the configuration data exchanged between the 
client software and validation server may be used to fur- 
ther determine the status of the transaction as well as to 

further specify a transaction. 
Brief Description of Drawings 

[0011] Figure 1 illustrates the components of the digital order 
validation system. 

[0012] Figure 2 illustrates the invention used to implement a dig- 
ital image order system for photo processing transactions. 

[0013] Figure 3 illustrates the transaction for a photo processing 

digital image order system. 
Detailed Description 

[0014] The present invention describes a transaction method that 
provides for stringent integrity and security of network 
based transactions for services and products. Referring to 
Figure 1, the digital order validation system consists of 
client software with validation data 10 in one location that 
will conduct a transaction with a validation server 40 at 
another location. The client software with validation data 



10 may consist of separate client software 50 and valida- 
tion data 60 or may be configured such that the client 
software with validation data 10 consists of client soft- 
ware with embedded validation data 70. If the validation 
data 60 is separate from the client software 50, the vali- 
dation data 60 may be physically included on the same 
media as the software or may be provided with physically 
separate media. For example, the validation data 60 could 
be provided in the product packaging. If provided sepa- 
rately, the validation data 60 may be hidden using a tech- 
nique such as a latex covering similar to that used to hide 
information for other products. For instance, latex cover- 
ings are commonly used to hide the Personal ID number 
(PIN) used for commercially available telephone calling 
cards. 

[0015] Referring to Figure 1, the client software with validation 
data 10 will initiate a transaction by sending request and 
validation data 20 to the validation server 40. Configura- 
tion information 30 may also be exchanged between the 
validation server 40 and client software with validation 
data 10 as part of the transaction validation process. The 
validation server 40 will evaluate the request and valida- 
tion data 20 and configuration information 10 if present 



to determine if the transaction is valid. If the transaction 
is valid, the validation server 40 will proceed with the 
transaction by sending configuration information 30 to 
the client software with validation data 10 to indicate the 
transaction is valid and that the transaction should be 
continued. The client software with validation data 10 may 
also send additional configuration information 30 in re- 
sponse to the configuration information 30 sent by the 
validation server 40. If the validation server 40 determines 
that the transaction is not valid, configuration information 
30 may be sent to the client software with validation data 
10 to indicate that the transaction is not valid. Alterna- 
tively, the validation server 40 might simply ignore any 
request and validation data 20 that it determines to be in- 
valid and require that the client software with validation 
data 10 determine that its request and validation data 20 
has been declined. One way this could happen is for the 
client software with validation data 10 to use a timeout 
function. 

[0016] Systems for a wide variety of transactions can be imple- 
mented using the digital order validation system. Figure 2 
illustrates the implementation of a system for ordering 
services and products related to photographic processing 



for digital images. Referring to Figure 2 tlie DOVS 110 
(i.e., tlie Digital Order Validation System) consists of the 
SW 120, a computer with DOVS software 130, and an im- 
age collection server 140. The computer with DOVS soft- 
ware 130 is also assumed to contain digital images for 
which the user 160 desires a photographic print. SW 120 
is shown in Figure 2 as a distinct item to illustrate its use 
in the end to end system flow. The SW 120 consists of 
both client software and validation data. The computer 
with DOVS software 130 in Figure 2 is equivalent to the 
client software with validation data 10 shown in Figure 1. 
It is a computer on which the SW 120 will be executed. 
The image collection server 140 shown in Figure 2 is 
equivalent to the validation server 40 shown in Figure 1. 
The image collection server 140 will validate transactions 
for photographic processing services and products. 
[0017] Figure 2 illustrates the end to end flow of transactions for 
the digital order validation system as implemented for a 
photo processing transaction. Referring to Figure 2, the 
flow starts when the software provider 150 supplies SW 
120 to a user 160. The user 160 executes the SW 120 on 
the computer with DOVS software 130. The computer with 
DOVS 130 initiates a transaction for digital image photo- 



graphic processing witli tlie image collection server 140. 
DOVS transaction data 135 is exchanged between the 
computer with DOVS 130 and image collection server 140 
as part of the transaction. The DOVS transaction data 135 
includes validation data, configuration information, and 
digital images. If the transaction is not valid, the image 
collection server 140 will reject the transaction and send 
the appropriate response in the DOVS transaction data 
135 to the computer with DOVS software 130. After a 
valid transaction the image collection server 140 and the 
image processor 170 will exchange photo transaction data 
145. As part of the exchange of photo transaction data 
145, digital images will be sent to the image processor 
170 for processing. The photo transaction data 145 in- 
cludes additional information needed to manage photo- 
graphic processing services. After the image collection 
server 140 interacts with the image processor 170, the 
image processor 170 produces the photographic prints 
180. After the printing is complete, the photographic 
prints 180 are sent to the user 160 using the appropriate 
means. For instance, the photographic prints 180 might 
be sent to the user 160 via the United States Postal Service 
or via a commercial carrier. 



[0018] Figure 3 illustrates a transaction using DOVS 210 for pho- 
tographic processing services. The components of the 
DOVS 210 are shown in the shaded box and consist of a 
computer with DOVS software 230, validation data 280, 
digital images 240, configuration information 290, an im- 
age collection server 250 and valid digital images 260. 
The user 220 and the image processor 270 interact with 
elements of the DOVS 210 but are not part of the DOVS 
210. The user 220 who desires to transfer digital images 
240 for photographic processing initiates the transaction 
processing by running the applicable software on the 
computer with DOVS software 230. The computer with 
DOVS software 230 sends validation data 280 to the im- 
age collection server 250. The image collection server 250 
evaluates that validation data 280 and determines the 
transaction status. If the transaction status is valid, the 
image collection server 250 sends configuration informa- 
tion 290 to the computer with DOVS software 230 to sig- 
nal acceptance of the requested transaction. After receiv- 
ing the response from the image collection server 250, 
the computer with DOVS software 230 will transmit the 
digital images 240 to the image collection server 250. 
Configuration information 290 may be exchanged be- 



tween the computer with DOVS software 230 and the im- 
age collection server 250 multiple times as part of the 
transaction processing to further specify the parameters 
of the transaction. After the image collection server 250 
has received the digital images 240, it will process them 
and transmit valid digital images 260 to the image pro- 
cessor 270 where they will be printed or processed as ap- 
propriate. 

[0019] The present invention provides an improved validation 

process for internet based transactions for photo process- 
ing services and products by providing a secure method 
that also limits a consumer's monetary exposure to the 
cost of the software used to access the said services. Con- 
sumers who might be reluctant to use a credit card for an 
internet transaction because of security concerns (e.g., the 
potential for identify theft) would be more inclined to use 
the invention to procure services or products over the in- 
ternet. Moreover, the invention provides a method for ser- 
vice providers and product vendors to internet based 
items at traditional retail channels. This feature enables 
service providers and product vendors to increase demand 
for their services and products by capturing impulse sales 
at traditional retail locations. 



[0020] Service providers and product vendors can also use the 
invention to create alternative channels for managing 
photographic processing capacity. For instance, a photo 
lab could sell photographic processing services at a dis- 
count to a volume reseller which in turn would use the in- 
vention to offer photographic processing services to con- 
sumers at retail points of sale. Selling bulk photographic 
processing services would enable a photo lab to better 
utilize its capital photo processing equipment. Alterna- 
tively, a retail organization consisting of a single or multi- 
ple stores could use the invention to manage its own in- 
house photographic processing capacity. 

[0021] The invention also provides a method to limit the expo- 
sure of a vendor when selling photographic processing 
services and products. A vendor could use time con- 
strained validation data to limit the period for which pho- 
tographic processing services are available to the con- 
sumer. One such use of the invention is to sell client soft- 
ware combined with a time limited validation data as part 
of a promotion that includes a limited time offer for pho- 
tographic processing services. 

[0022] The invention offers the means to introduce new products 
and services to the market while limiting the total cost of 



such promotional services by limiting the number of sam- 
ples redeemed using the validation data and validation 
server. Moreover, by using validation that is time con- 
strained or otherwise limited (e.g., valid for the first thou- 
sand respondents) the invention can be used to manage 
the overall cost of a promotion. Consumers who are inter- 
ested in the services and products being promoted would 
use the software to express their interest. Furthermore, a 
company can use the invention to gain a cost advantage if 
the cost of deploying the invention as a promotion to a 
large number of consumers is less than the cost of de- 
ploying product samples to the same number of con- 
sumers. 

[0023] It should be appreciated that the invention can be used to 
provide a presence for a wide variety of internet based 
services and products at traditional retail points of sale. 
Moreover, the invention can be used for services and 
physical products that are not normally associated with 
the internet. For example, the invention could be used 
such that a member of the public in possession of net- 
working software and the associated validation data can 
conduct transactions to acquire digital data products. 



